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What we do i Credit card fraud prevention and risk mitigation with data
management focus.
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Industry Leadership Superior Platform Travel Experts
A Founded by fraud prevention AEnd-to end solution AManaged fraud effort for OTA
experts with hands-on experience ~ AData management workbench APrevious carrier experience
A Recognized as industry thought AMultiple layers of defense AGrowing travel & entertainment
leaders AEmpowers end users customer base
A Driving change in market place Alndustry-leading user interface 2 )
AClients experiencing 50%-+ in ADELTA  southwest Jetﬁl}v’vl?ys
fraud losses and related
expenses <amexcana | IO fIRTERS

Other Non-Travel Clients
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ATPPS @ Data is the key

AIRLINE & TRAVEL PAYMENTS SUMMIT

Fraud prevention is a data management challenge

A Criminals succeed when . . . . .
I Carriers rely on manual processes

I Limited data elements are evaluated
AAVS response, city pairs, neg data not enough

I Inconsistent review procedures are applied
I Transaction volumes grow
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ATPS % Data elements that can be analyzed

Payment Information

Card Type

Credit Card Number

Expire Month

Expire Year

Cardholder Name

Billing Address

Billing City

Billing State

Billing Zip Code

Billing Country

Billing Phone Number

Gift Certificate Number

Gift Certificate Amount

Coupon ID /Promo ID - Order Level
Total Amount

Coupon Amount

Failed Credit Card(s) Information
Authorization Reject Code

Credit Card Number

Expire Month

Expire Year

Cardholder Name

Billing Address

Billing City

Billing State

Billing Zip Code

Billing Country

Billing Phone Number

Total Number of Failed Card Attempts

Authorization Information

Authorization Code

AVS Response

CVV Response

Verify by Visa Response

MasterCard SPA Response
Member/Customer Information

Member ID

Membership Since Date

Member Name

Email Address

Member Cookie

Member Phone

Loyalty Number

Loyalty Membership Since Date

Member Password

Member Security Question/Answer

Link to Member's Stored Data (Names/Phones/CC's)
Link to Member's Historic Transactions
Other Data Elements

IP Address

Device Token (if using device identification service)
Photo Hash / Attachment Unique ID

Order Comment

Transaction Type

Transaction ID

Merchant ID

Store ID

Customer Web Session Details (if available)

Air Booking Details

PNR / Locator

Passenger Name(s)

Passenger Phone(s)

Airline Name

Depart Flight Number

Depart Time

Depart City

Depart Airport Code

Arrive Flight Number

Arrive Time

Arrive City

Arrive Airport Code

Ticket Class (first, business, economy, etc)
Ticket Type (round trip / one way)
Need above data for each segment
Purchase Information

Internet Purchase - Member
Internet Purchase - Guest

Phone Purchase

Attractions and Services
Traveler Name
Traveler Phone
Vendor Name

Vendor Address
Vendor City

Vendor State

\endor Zip Code
Vendor Country
Vendor Phone Number
Attraction Valid Dates
Product Amount
Product ID Number
Hotel Booking Detials
Traveler Name
Traveler Phone

Hotel Name

Hotel Address

Hotel City

Hotel State

Hotel Zip Code

Hotel Country

Hotel Phone Number
Check In Date

Check Out Date
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A Leverage positive rules to reduce noisein the

review gueues

A Build positive files through
I Active loyalty program members
I Legitimate purchases (120 day look back)
I Manual review validation

A Other benefits

I Minimizes impact on legitimate customers
I Speeds review process




Learn from youmisses

A Chargebacks will happen . . . but you should
learn from them
I Update negative tables
| Identify linked orders
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AIRLINE & TRAVEL DAYN\ENTS SUN\N\IT "
SOUTHWEST

Original Process Improvements

A Dedicated review team i call center mentality A Team approach focused on fighting fraud

A Reward best agents for improving others

A Visibility i only 10% of booking available to A Review team has access to all relevant
review team bookings
A Minimal screening rules i unable to change them A Expanded rule seti 100+ rules
i AVS, time to depart, pax name I Negative and positive focus

A Add/modify rules as needed

A Leveraged 5 different applications to manage A Single application that streamlines the review
the manual review process process to a couple screens
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ATpS Small changes lead to big results at S\
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August 2008 — August 2009 Fraud Chargebacks &
Total Fraud Attempts
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Southwest Airlines
Achieves Industry-Leading Fraud Chargebacks
Fraud Rate with Accertify.

Total Attempted Fraud

“e 7% drop

“we

. |
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Manual Review Rate

"% 50% drop
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Review Team Labor Cost 2008 2008 2008 2008 2009 2009 2009
"o.. B Fraud Chargebacks
"o 35% drop —Total Fraud Altempts

* Actual dollar ($) savings cannot be disclosed but Interceptas
delivered an immediate return on SWA's investment




