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Superior Platform

Å End-to end solution

Å Data management workbench

ÅMultiple layers of defense

Å Empowers end users

Å Industry-leading user interface

Å Clients experiencing 50%+ in 

fraud losses and related 

expenses

What we do ïCredit card fraud prevention and risk mitigation with data 

management focus.

Industry Leadership

Å Founded by fraud prevention 

experts with hands-on experience

ÅRecognized as industry thought 

leaders

Å Driving change in market place

Travel Experts

Å Managed fraud effort for OTA

Å Previous carrier experience

ÅGrowing travel &  entertainment 

customer base

Other Non-Travel Clients
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Criminal Migration
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Next Target

You donôt have to outrun the bear .é just the slow guy next to you.



Fraud prevention is a data management challenge

ÅCriminals succeed when . . . . . 

ïCarriers rely on manual processes

ïLimited data elements are evaluated

ÅAVS response, city pairs, neg data not enough

ïInconsistent review procedures are applied

ïTransaction volumes grow

Data is the key



Payment Information Authorization Information Air Booking Details Attractions and Services

Card Type Authorization Code PNR / Locator Traveler Name

Credit Card Number AVS Response Passenger Name(s) Traveler Phone

Expire Month CVV Response Passenger Phone(s) Vendor Name

Expire Year Verify by Visa Response Airline Name Vendor Address

Cardholder Name MasterCard SPA Response Depart Flight Number Vendor City

Billing Address Member/Customer Information Depart Time Vendor State

Billing City Member ID Depart City Vendor Zip Code

Billing State Membership Since Date Depart Airport Code Vendor Country

Billing Zip Code Member Name Arrive Flight Number Vendor Phone Number

Billing Country Email Address Arrive Time Attraction Valid Dates

Billing Phone Number Member Cookie Arrive City Product Amount

Gift Certificate Number Member Phone Arrive Airport Code Product ID Number

Gift Certificate Amount Loyalty Number Ticket Class (first, business, economy, etc) Hotel Booking Detials

Coupon ID  / Promo ID - Order Level Loyalty Membership Since Date Ticket Type (round trip / one way) Traveler Name

Total Amount Member Password Need above data for each segment Traveler Phone

Coupon Amount Member Security Question/Answer Purchase Information Hotel Name

Failed Credit Card(s) Information Link to Member's Stored Data (Names/Phones/CC's) Internet Purchase - Member Hotel Address

Authorization Reject Code Link to Member's Historic Transactions Internet Purchase - Guest Hotel City

Credit Card Number Other Data Elements Phone Purchase Hotel State

Expire Month IP Address Hotel Zip Code

Expire Year Device Token (if using device identification service) Hotel Country

Cardholder Name Photo Hash / Attachment Unique ID Hotel Phone Number

Billing Address Order Comment Check In Date

Billing City Transaction Type Check Out Date

Billing State Transaction ID  

Billing Zip Code Merchant ID

Billing Country Store ID

Billing Phone Number Customer Web Session Details (if available)

Total Number of Failed Card Attempts

Data elements that can be analyzed



ÅLeverage positive rules to reduce noise in the 
review queues

ÅBuild positive files through 

ïActive loyalty program members

ïLegitimate purchases (120 day look back) 

ïManual review validation

ÅOther benefits

ïMinimizes impact on legitimate customers

ïSpeeds review process

5ƻƴΩǘ ŦƻǊƎŜǘ ǘƘŜ ǇƻǎƛǘƛǾŜǎ



ÅChargebacks will happen . . . but you should 
learn from them

ïUpdate negative tables

ïIdentify linked orders

ï¢ǊŀŎƪ άŦǊƛŜƴŘƭƛŜǎέ ŀƭǎƻ

Learn from your misses



Á Team approach focused on fighting fraud

Á Reward best agents for improving others

Á Dedicated review team ïcall center mentality

ImprovementsOriginal Process

Á Minimal screening rules ïunable to change them

ï AVS, time to depart, pax name

Á Leveraged 5 different applications to manage 

the manual review process

Á Expanded rule set ï100+ rules

ï Negative and positive focus

Á Add/modify rules as needed

Á Single application that streamlines the review 

process to a couple screens

Á Visibility ïonly 10% of booking available to 

review team

Á Review team has access to all relevant 

bookings
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Small changes lead to big results at SWA


