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Legal Notice

These materials are provided for informational purposes only and 

should not be relied upon for financial, legal, regulatory or other 

advice. You should independently evaluate all content and 

recommendations in light of your specific business needs, operations 

and policies as well as any applicable laws and regulations. Visa is not 

responsible for use of these materials by you, including errors of any 

kind, or any assumptions or conclusions you might draw from them. 

Use of the following information is the sole and exclusive responsibility 

of the user.

Further distribution or reproduction, in whole or in part, of the 

information contained in this presentation is strictly prohibited, as well 

as its translation into any other language without the prior written 

permission of the author or Visa.
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Agenda

üeCommerce

ÅStatus 

ÅOpportunities

ÅChallenges

ÅSecurity

ÅCommunication
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Source: America Economia, eCommerce Study 2008. Numbers in US$ millions

üe-Commerce represents 

still less than 0.5% of GDP 

üOne of four Visa  

strategic initiatives  

and source of growth

üe-Commerce continues to 

be an extremely important 

opportunity in LAC 

ü20x growth from 2000 

to 2007 and projected to 

triple from 2007 to 2010 

e-Commerce in LAC
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e-Commerce ñMaturityò in LAC

üLot of room for growth (benchmark, USA at > 1%)

üHighest penetrations in LAC: Puerto Rico (0.48%) and Chile (0.43%)

Source: America Economia, eCommerce Study 2008
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e-Commerce as a % of GDP
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Source: America Economia, eCommerce Study 2008

e-Commerce ñMaturityò in LAC
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LAC Online Buying Population

Source: America Economia, eCommerce Study 2008

ü 20M people buy online in LAC

ü 24% of the population goes online, only 4% buy

ü Most developed countries > 12%

ü In the US approx. 71% of the population goes 

online and 47% buys
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Source: America Economia, eCommerce Study 2008. Based on surveyed responses.

What they buy? 

0% 5% 10% 15% 20% 25%

Others

Games

Food

Flowers / Gifts

Services

Appliances

Software

Electr. / Gadgets

Travel

Books,CDs,DVDs

Deposit

C.O.D.

Debit Card

Credit Card

Other    

8%

8%

10%

71%

3%

Bank Transfer Deposit
C.O.D. Debit Card
Credit Card

How they pay for it?

* based on 

txséairlines is 

#1 by volume
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üBrazil, Mexico & 

Venezuela 65% of volume

üVolume grew 121% 

between 2005 and 2007

üLargest growths 05 to 07:

ÅVenezuela, 224%

ÅChile, 183%

ÅArgentina, 163%

ÅMéxico, 143%

üDiverse Marketplaces 

ÅDisposable Income

ÅTechnology

ÅMarketplace Dynamics

ÅBuying Patterns

Source: America Economia, eCommerce Study 2008

Colombia 2%

Others 2%Peru 2%

Puerto Rico 4%

Central Am. 5%

Chile

6%

Argentina

7%

Caribbean

(w/o PR) 8%

Venezuela

8%

Mexico

12%

Brazil

44%

B2C e-Commerce in LAC
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Overall

ü Low Internet and low broadband penetration

Low Debit usage on Internet

üBanks donôt enable Debit for online purchasing

International Acceptance

üMerchant Declines 

ü Lack of adequate information

ü Limited shipping options

üPerceived incremental risk

Issuer Declines

ü Tight risk policies, rigorous scoring models, risk 

associated with CNP transactions and lack of 

education drives this behavior

Enable SMEôs / New Segments

LAC e-Commerce Opportunities
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Source: America Economia, eCommerce Study 2008

How secure do I feel?

T
O

T
A

L

üStill an issue preventing further growth, but moving on the right direction

üEducation, security and confidence are key
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FRAUD ???

Definition: ID fraud is the misuse of personal 

information for financial gain.

üIt is a multibillion-dollar crime that feeds upon 

both industry and consumer losses. 

üThere are three primary victims: The 

consumer, the merchant and the bank/card 

issuer
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FRAUD ïQuick Facts

üWhile consumer fraud is at $4.8 billion and FIs are at $11billion...

Merchant fraud is at $100 billion

üThere is an increase in ID fraud - it is attributed to economic 

conditions & criminal sophistication

üWhile credit cards are the traditional vehicle for fraud, there has been 

a 29% increase of fraud with alternative forms of payments.

üéheard of friendly fire? We have friendly fraud. Chargebacks after 

receiving the purchase accounts for >0.4% of total annual revenue.

Positive Note
üThe low adoption of fraud technology suggest that much can be done 

to address the problem.

üMerchants want and are seeking help ïEducation & Standards

Source: 2009 Identity Fraud Survey Report, Javelin Strategy & research, February 2009
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Total Cost of Fraud by Industry Segment

17

Source: 2009 Identity Fraud Survey Report, Javelin Strategy & research, February 2009
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Airline Industry ïQuick Facts

üFraud in the airline industry 
continues to grow  over all.

üThe average annual cost of fraud by 
an airline is $1m

üThe ñbudgetò airlines are the most 
affected

üApproximately 60% of airlines do not 
have a formal fraud prevention 
program

üChargebacks for fraud represents 
55% of domestic volume & >80% of 
internationally volume

üIATA has a working group to 
address fraud issues.

Source: Airline Fraud Survey 2006 ïDeloitte LLC

18
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Fundamentals of a Security Strategy

3 basics principles to help manage fraud & grow 
sales in a secure manner.

VPrevention

VDetection

VInvestigation, Response & Reporting

Airlines can reduce their fraud exposure  by developing a 

layered fraud strategy with the fraud tools that Visa and 

industry providers have available.

20
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Prevention
Layered Approach

Every industry that  manages risk handles it through a layered 
approach strategy:

TSA

ñStrengthening Security Through a Layered Approachò (>20 layers)

ñEach one of these layers alone is capable of stopping a terrorist attack. In combination 
their security value is multiplied, creating a much stronger, formidable system.ò

Network Security

ñAny security system that can be broken by breaking through any one component isn't 
really very strong. ... network from the Internet should have to get through several layers...ò

Car Industry

Airbags, ABS, ELR (Emergency Locking Retractor ïSeatbelts), Child Safety Seat Tethers, 
Crash Resistant Door Pillars, Crumble Zones, Traction Control, Head Restraints, etc

21

There is no silver bullet and badthings will happenébut a good 

strategy will help you manage the amount.
Source: tsa.gov; interhack.net:Intro to network security by Matt Curtin
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There are two forms of detection: Active and Passive

Active detection takes the form of fraud tools where the customer 
is engaged in an effort to validate or authenticate their identity.

Examples: Verified by Visa, CVV2, AVS, etc.

Passive detection takes the form of analytical tools that evaluate 
transaction data to determine the probability of fraudulent 
activity which generate a score and /or a response.

Examples: Visa Advance Authorization, vendor solutions

A combination of active and passive is by far the best solution.

ñthe best defense is a strong offenseò

22

Detection 
Multiple Approach
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VbV is an authentication solution that allows an 

institution to verify the identity of a cardholder while 

purchasing in the Internet.

üGlobal Interoperability

üUtilizes SSL for Transmission of Data

üEasy Integration with Existing Systems

üFlexible ïDynamic & Static  Authentication

üUses Any Types of OTP Generator

Detection 
Active Authentication



Presentation Identifier.24
Airline & Travel Payments Summit

Miami ïDecember 2-3 2009
Visa Public

Added Protection

Please submit your Verified by Visa password.

Submit

Member Name
M

Merchant:

Amount:

Date:

Card number:

Personal Message:

Password:

Merchant.com.

$43.28

01/05/2003

**** **** **** 0335

Shop securely with Verified by Visa.

Forgot your password?

Help Exit?

Static Password

Dynamic 
Password (OTP)

One Time Password

Detection 
Active Authentication

24


